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Abstract— In this paper, we develop a general framework of
distributed access control which allows for anytime connections
and disconnections of volatile renewable energy resources in the
power grid. We formally prove that the hard state constraints
are satisfied all the time and the asymptotic stability is reached
if connections and disconnections only happen for a finite
number of times. Our framework and analysis leverage the tools
of input-to-state stability and small gain theorems in nonlinear
systems. The performance of our framework is illustrated by
a case study on frequency control with wind integration.

I. INTRODUCTION

In the power grid, a fundamental objective is to reliably
balance power generations and demands, simultaneously en-
suring the transient performance and asymptotic stability of
the underlying power grid. This objective has been facilitated
by the wide deployment of advanced sensing, communica-
tion, computing and control infrastructures as well as the
deep penetration of renewable energy. However, on the other
hand, the large population of distributed renewable energy
resources, including wind turbines, solar arrays, PHEV fleets
and µ-CHPs, is also significantly challenging angle and
voltage stability. Firstly, distributed energy resources are
spatially distributed and thus distributed control becomes
necessary. Secondly, distributed energy resources are man-
aged by heterogeneous authorities, and the system operator
may only have limited control on the deregulated power
system. Thirdly, distributed energy resources might switch
between the modes of grid-connected and island at will.
The induced dynamic grid topologies potentially cause large
overshoots of dynamic transient responses and further the
violations of hard state constraints. Fourthly, wind and solar
generation is not only intermittent but also highly volatile.
The induced disturbances may be propagated and amplified
through transmission lines, causing system-wide instability.

Literature review. The effects of external disturbances on
dynamic performance of the power grid have been receiving
increasing attention, including sensitivity analysis [5], [6],
reachability analysis [1], [9] and set-theoretic method [3].
However, most of them do not consider controller synthesis
and their approaches are centralized.
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Distributed control of the power grid has been exten-
sively studied. The classic distributed control includes power
system stabilizer (PSS) and automatic generation control
(AGC) [4], [10], [11], [14], [15]. The recent papers [7], [8]
investigate AGC with wind integration. However, the papers
lack of formal analysis, ignore hard state constraints and
focus on distributed controller synthesis instead of access
control in deregulated power systems.

Contributions. In this paper, we develop a general frame-
work of distributed access control for interconnected power
systems with renewable integration. In particular, our frame-
work allows for anytime connections of distributed energy
resources if distributed dynamic systems satisfy certain prop-
erties of input-to-state stability and their initial states are
inside certain regions. On the other hand, our framework also
allows for anytime disconnections of distributed dynamic
systems when the associated disturbances are larger than a
certain threshold. The decisions on connections and discon-
nections are based on simple rules which only require local
information. We formally prove that the hard state constraints
are satisfied all the time and the asymptotic stability is
reached if connections and disconnections only happen for a
finite number of times. Our framework and analysis leverage
the tools of input-to-state stability and small gain theorems
in nonlinear systems. The performance of our framework
is illustrated by a case study on frequency control with
wind integration. Due to the space limitation, the analysis
is omitted in the current paper and provided in [16].

A. Notations

Denote the supremum norm of the truncation of u(t) in
[t1, t2] by ‖u‖[t1,t2] , supt1≤t≤t2 ‖u(t)‖1. A continuous
function γ : R≥0 → R≥0 is of class K function if γ(0) = 0
and it is strictly increasing. The function β(s, t) : R≥0 ×
R≥0 → R≥0 belongs to class KL if for each fixed t, the
function β(·, t) is a class K function, and for each fixed s,
β(s, ·) is deceasing and limt→+∞ β(s, t) = 0. A function
γ : [a, b] → [c, d] is a contraction mapping if γ(s) < s for
all s ∈ [a, b]. 1 is the indicator function.

II. GENERAL FRAMEWORK

In this section, we will develop a framework to solve a
class of distributed access control problem generalized from
the one introduced in Section III. The general framework
is able to deal with nonlinear dynamic systems subject to
bounded exogenous disturbances.

1In this paper, we will use the infinite norm for the vectors and matrices.
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A. System model
The power system includes a set of buses N ,

{1, · · · , N} and a set of transmission lines E connecting
those buses. We denote (i, j) ∈ E if there is a line between
i and j and Ni , {j ∈ N : (j, i) ∈ E}. In this paper,
we consider the case where a bus i can be connected or
disconnected from the main interconnected system (main
grid), which induces a dynamically changing topology. At
any given time instant t, let N (t) ⊂ N denote the buses that
are connected within the main grid and E(t) ⊂ E denote the
transmission lines induced by N (t), i.e. E(t) , {(i, j) ∈ E :
i, j ∈ N (t)}. Denote Ni(t) , {j ∈ N (t) | (j, i) ∈ E(t)}.
Each bus is connected to a synchronous machine and the
dynamics is governed by:

ẋi(t) = fi
(
{xj(t)}j∈Ni(t), ui(t), di(t), t

)
, (1)

where xi(t) ∈ Rni is the state, ui ∈ Rpi is the input, di ∈
Rmi is the external disturbance. The quantity di stands for
local time-varying uncertainty; e.g., dLi−dreni in system (7)
in Section III.

The group of systems (1) is coupled via the system states,
and these couplings are dynamically changing. We consider
the scenario where a bus i is connected within the main grid
at time t, i.e., i ∈ N (t), if only if aci(t)bci(t) = 1 where
bci(t) ∈ {0, 1} is an exogenous signal and aci(t) ∈ {0, 1}
is an access control signal. The focus of this paper is to
determine a local control protocol for aci(t) to guarantee
the constraint enforcement and system stability of the main
grid.

System (1) is a generalization of system (7) in Section III.
We assume that there is already a controller ui under which
dynamic system (1) is relatively stable with respect to its
neighboring states and disturbance. This is formalized by the
notion of input-to-state stability (ISS, for short) as follows:

Assumption 2.1 (Input-to-state stability): There is a
controller ui such that dynamic system (1) is ISS with respect
to xj and di; i.e., there exist class KL function βi(·, ·)
and class K functions γij(·) and γid(·) such that for all
xi(t0) ∈ Xii the following holds for all t ≥ t0:

‖xi(t)‖ ≤max{βi(‖xi(t0)‖, t− t0), γid(‖di‖[t0,t]),
max
j∈Ni(t)

{γij(‖xj‖[t0,t])}}, (2)

where the functions of βi, γij and γid are time independent.
In (2), the term of βi characterizes the transient per-

formance of system (1) and the decreasing rate of the
trajectory. The remaining terms capture the ultimate bound
on ‖xi(t)‖. The notion of ISS was first proposed in the
seminal paper [13]. Since then, ISS has become a powerful
tool to analyze the stability of nonlinear systems.

B. Problem statement: distributed access control
We assign agent Mi to monitor dynamic system i. Dis-

tributed access control problem is to design a rule for each
monitor agent Mi which decides on aci(t) by only using
local information including the states of xi(t) and xj(t) with
j ∈ Ni(t) such that xi(t) ∈ Xii for all t ≥ t0 and the states
in N (t) is stable.

C. Preliminary steps

Before presenting our distributed access controller, we will
first introduce a set of auxiliary notations. Let ∆ij ∈ R>0

such that {xi ∈ Rni | ‖xi‖ ≤ γij(∆ij)} ⊆ Xii, δi ∈ R>0

such that {xi ∈ Rni | ‖xi‖ ≤ γid(δi)} ⊆ Xii. We further
define the set X̂i and the scalars δ̂i as follows:

X̂i , {xi ∈ Xii | βi(‖xi‖, 0) < min
j∈Ni

∆ji},

δ̂i < δi is such that ∀s ∈ [0 δ̂i), it holds that

max
j∈Ni

γij ◦ γjd(s) < min
j∈Ni

∆ji, ∀t ≥ t0.

The above notations are defined for the purposes of the
introduction of our distributed access control algorithm and
the analysis in Theorem 2.1.

D. Distributed access controller

Roughly speaking, the constraint enforcement and system
stability are guaranteed if the following sufficient conditions
hold. Each gain function γij is a contraction mapping as
well as the initial states and disturbances are inside the sets
captured by X̂i and δ̂i. The sufficient conditions can be
verified in a completely distributed manner. In addition, the
verification of the sufficient conditions is rather simple and
this feature enables real-time access control. The controller
is formally stated in Algorithm 1. Here, we assume that Mi

knows Xii, βi, γij and γid.

Algorithm 1 Distributed access controller

Require: Each monitor agent Mi computes X̂i, δ̂i by using
Xii, βi, γij and γid. Initially, xi(t0) ∈ X̂i for all i ∈ V .

Ensure: At each t ≥ t0, each monitor agent Mi executes
the following steps:

1: Sets aci(t) = 0 if the following both hold: (i) bci(t) = 1;
(ii) either xi(t) /∈ X̂i or the following holds:

‖xi(t)‖ = max{βi(‖xi(t0)‖, t− t0), γid(δ̂i),

max
j∈Ni(t)

{γij(‖xj‖[t0,t])}}. (3)

2: Sets aci(t) = 1 if bci(t) = 1 and all of the following are
satisfied:

1) dynamic system i satisfies Assumption 2.1;
2) xi(t) ∈ X̂i;
3) γij is a contraction mapping for each (i, j) ∈ E

and j ∈ N (t);
4) γji is a contraction mappings for each (j, i) ∈ E

and j ∈ N (t).

Denote by Ξ the set of time instants when there is a change
of N (t), i.e. Ξ , {t ≥ t0 : limτ→t− N (τ) 6= N (t)}. The
performance of the distributed access controller is stated as
follows.

Theorem 2.1: The distributed access controller ensures
that xi(t) ∈ X̂i for all i ∈ N (t) and t ≥ t0 (even when |Ξ|



is infinite). If |Ξ| is finite, then there is class KL function β̃
and class K function γ̃ such that for all t ≥ ξ, it holds that:

‖x̃(t)‖ ≤ max{β̃(‖x̃(ξ)‖, t− ξ), γ̃(σ)},

where x̃(t) , {xi(t)}i∈N (ξ), σ , maxi∈V {δ̂i} and ξ is the
largest time instant in Ξ.

Proof: The proof is shown in Technique report [?]

III. NUMERICAL SIMULATION: FREQUENCY CONTROL
WITH WIND INTEGRATION

In this section, we will apply our general framework in
Section II to a frequency control problem. The performance
of the distributed access controller will be illustrated by
numerical simulations. The parameters used in this section
are summarized in Tables I, II and III.

A. Power system model

We consider a power system where each bus denotes
a control authority, which may consist of a variety of
generators and/or loads. It is a common practice to lump all
the generators (resp. loads) of a control authority as a single
generator (resp. load). At each control authority, we assume
that there is a mechanical generation PMi

, wind generation
Preni

and load PLi
. The control authorities are connected

with each other through the power flow Pij . The scheme is
shown in Figure 1

1) Linearized dynamics: Similar to [11], we will adopt
a linearized model of synchronous generators for each
control authority. The notation ∆ is used to indicate a
deviation from (potentially time-varying) nominal value
[w∗, θ∗i , P

∗
Li
, P ∗Mi

, P ∗vi , P
∗
reni

, P ∗refi
]T . For example, ∆wi

represents the deviation of angular frequency from the con-
stant set-point w∗; e.g., 60 Hz.

At time instant t, the state-space model of
control authority i linearized at the set-point
[w∗, θ∗i , P

∗
Li
, P ∗Mi

, P ∗vi , P
∗
reni

, P ∗refi
]T is given by the

following:

d∆wi
dt

= − 1

Mi

(
Di∆wi +

∑
j∈Ni(t)

∆Pij

−∆PMi + ∆PLi −∆Preni

)
,

d∆θi
dt

= 2π∆wi,

d∆PMi

dt
= − 1

TCHi

(
∆PMi

−∆Pvi
)
,

d∆Pvi
dt

= − 1

TGi

(
∆Pvi +

1

Ri
∆wi −∆Prefi

)
, (4)

and the power flow between control authorities i and j is
modeled by:

∆Pij(t) = Tij(∆θi(t)−∆θj(t)). (5)

The first equation (4) is the swing dynamics and captures
the frequency evolution. The second equation in (4) together
with (5) describes the branch flow dynamics. The third and
fourth equations in (4) stand for the dynamic system of

turbine-governor which is controlled via the control com-
mand signal ∆Prefi

.
Remark 3.1: The readers are referred to [11] for the de-

tailed derivation of (4) and (5). As pointed out in [8], fast and
low-magnitude wind disturbances can be considered as small
disturbances for today’s power grid. The fidelity of linearized
dynamics subject to wind disturbances is numerically verified
in [3]. •

Fig. 1: Generation and loads of bus i.

2) Wind integration: The power injection from a wind
turbine of control authority i is given by the following
relations:

Pwi
(t) =

1

2
ρπr2

i vi(t)
3 Preni

(t) = CpPwi
(t), (6)

where vi(t) is wind speed and the quantity Cp is known as
the turbine’s power coefficient. The theoretic limit of Cp is
0.59 according to Betz’s law, and it typically ranges from
0.2 to 0.4 (see [2], [12]). In the remainder of this paper, we
will use Cp = 0.59.

Due to the fluctuation and uncertainty, vi(t) (resp.
Preni(t)) is probably different from the nominal value v∗i
(resp. P ∗reni

). The discrepancy is modeled as a deterministic
disturbance which is denoted by dreni

(t) , ∆Preni
(t) ,

Preni(t) − P ∗reni
. Similarly, dLi(t) = ∆PLi(t) , PLi(t) −

P ∗Li
is the disturbance induced by load deviation. Let di(t) ,

dLi
(t)− dreni

(t).
3) Compact model: For each control authority i, we

denote its state by xi , [∆wi ∆θi ∆PMi
∆Pvi ]

T

and control by ui , ∆Prefi
. With this set of notations,

we compactly write the model of (4) and (5) for control
authority i as follows:

ẋi(t) = Aiixi(t) +
∑

j∈Ni(t)

Aijxj(t) +Biui(t) + Cidi(t),

(7)

where the system matrices are given by:

Aii ,


−Di

Mi
−
∑

j∈Ni(t)

Tij
Mi

1
Mi

0

2π 0 0 0
0 0 − 1

TCHi

1
TCHi

− 1
TGi

Ri
0 0 − 1

TGi

 ,

Aij ,


0

Tij

Mi
0 0

0 0 0 0
0 0 0 0
0 0 0 0

 ,



Bi ,


0
0
0
1
TGi

 , Ci ,


− 1
Mi

0
0
0

 .
The state xi(t) in (7) is subject to the constraint Xii which

must be enforced all the time.

TABLE I: Generator variables

w angular frequency
θ phase angle
PM mechanical power
P ∗
M set-point of mechanical power
PL actual load
P ∗
L forecasted load
Pv stream valve position
P ∗
v set-point of stream valve position

Pij tie-line power flow between control authorities i and j
Pref reference power
P ∗
ref set-point of reference power
v wind speed
Pw wind power
Pren actual turbine power
P ∗
ren forecasted turbine power

TABLE II: Generator parameters adopted from Page 598
in [11]

M angular momentum 10.0 s
D load-damping constant 1.0 MW/Hz
R speed droop 0.05 Hz/MW

TCH charging time constant 0.3 s
TG governor time constant 0.2 s
Tij tie-line stiffness coefficient 1.5 MW/rad

TABLE III: Variables and parameters of wind power

ρ air density 1.225 kg/m3

ri blade length 10.0 m
Cp turbine’s power coefficient 0.59 NA
v wind speed NA m/s

B. Access control problem

Each control authority is associated with two binary sig-
nals: the requesting signal bci(t) ∈ {0, 1} and the access
signal aci(t) ∈ {0, 1}. In particular, if control authority i
wants to connect to the power grid, then he submits a request;
i.e., bci(t) = 1. If the request is accepted by the system
operator, then aci(t) is set to 1 and the control authority is
connected with the main grid. In the meantime, some active
control authorities passively become inactive from the main
grid, aci(t) = 0; e.g., the system operator has to disconnect
faulty power generators or wind turbines. This induces time-
varying network topologies.

The connections of new control authorities could poten-
tially cause large overshoots of transient response and further
violate the state constraints Xii. In addition, the connections
of new control authorities could potentially compromise the
stability of the power grid due to oscillatory power ex-
changes. Furthermore, the transient performance and stability

cannot be ensured if the system operator does not promptly
respond to faulty power generators.

On the other hand, the disturbances induced by the volatil-
ity of wind power may be propagated and amplified through
transmission lines, challenging the performance of the power
grid. Hence, wind turbines should be disconnected when their
volatilities are too large.

Overall, given the set of ui of the control authorities, the
access control problem for the system operator is to design
a rule which decides the signals of aci(t) such that the
constraint enforcement and asymptotic stability of system (7)
can be guaranteed.

C. ISS stabilizability

Let us first identify ui to satisfy Assumption 2.1. Con-
sider dynamic system (7). One can verify that (Aii, Bi) is
controllable; i.e., one can choose Ki to arbitrarily place the
poles of Āi , Aii +BiKi.

We now proceed to identify Ki such that control-free
system (7) satisfies Assumption 2.1. Let us consider

ẋi(t) = Āixi(t) + zi(t), (8)

where zi(t) ,
∑
j∈Ni(t)

Aijxj(t)+Cidi(t). For (8), we have

d‖xi(t)‖2

2dt
= xi(t)

T ẋi(t) = xi(t)
T Āixi(t) + xi(t)

T zi(t)

≤ λmax(Āi)‖xi(t)‖2 + ‖xi(t)‖‖zi(t)‖. (9)

So, we have

‖xi(t)‖ ≤ max{2eλmax(Āi)(t−t0)‖xi(t0)‖,
(|Ni(t)|+ 1) maxj∈Ni(t) ‖Aij‖

|λmax(Āi)|
max
j∈Ni(t)

‖xj‖[t0,t],

(|Ni(t)|+ 1)‖Ci‖
|λmax(Āi)|

‖di‖[t0,t].

Let Ni,max , maxi∈V supt≥t0 |Ni(t)| and the quantity
Ni,max is known a priori. A trivial upper bound on Ni,max

is N − 1. Then the gain matrix Ki(t) is chosen such that

|λmax(Āi)| > (Ni,max + 1) max{ max
j∈Ni(t)

‖Aij‖, ‖Ci‖}.

As a result, control authority i is ISS with all the gain
functions being linear and contractive.

D. Numerical simulations

In order to verify the effects of wind power, we assume
that dLi

(t) = 0 and bci(t) = 1 for all t ≥ t0 and i ∈ N
in the simulation. Consider N = 5 and the state constraint
Xii = {xi ∈ R4 | ‖xi‖ ≤ 1}. The topology of the power
system is shown in Figure 2.

Notice that Ni,max = 4. Choose the spectrum σ(Āi) =
{−3,−3,−3,−3}. Then, we have β(s, t) = 2e−3ts and
γij(s) = 1

4s, γid(s) = 1
6s. It further renders that ∆ij = 4,

δi = δ̂i = 6 and X̂i = {xi ∈ R4 | ‖xi‖ ≤ 1}.
The desired pole positions of σ(Āi) = {−3,−3,−3,−3}

are given by (s + 3)4 = s4 + 12s3 + 54s2 + 108s + 81.
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Fig. 2: Diagram of the power system topology

State 1 State 2
State 1 0.9 0.1
State 2 0.5 0.5

TABLE IV: Transition matrix

Let γc(Aii) = A4
ii + 12A3

ii + 54A2
ii + 108Aii + 81. By the

Ackermann’s formula, we have ui(t) = Kixi(t) with

Ki = [0 0 0 1]Q−1
i γc(Aii),

where the matrix Qi is given by: Qi ,
[Bi AiiBi A

2
iiBi A

3
iiBi].

The wind disturbances in the simulation are generated
using a Markov model which has two states. In both states,
the disturbance is a Gaussian random variable with a mean of
zero. The first state has a standard deviation of 0.1 while the
second state has a standard deviation of 0.5 to simulate the
bursty large error. The transition matrix of the Markov model
is shown in Table IV. The initial state is state 1. Figure 3
shows one realization of the disturbance at bus 1.

Fig. 3: Disturbance dren1
(t) at bus 1.

Figure 4 shows the trajectory of ‖x(t)‖ where the dis-
tributed access controller is not applied; i.e., aci(t) = 1 for
all t ≥ t0 and i ∈ N . Figure 5 shows the trajectory of
‖x̃(t)‖ where the distributed access controller is performed.
In Figure 4, the hard state constraints are violated for most
of the time and the overshoots at some time instants are
very large. In Figure 5, the hard state constraints are always
enforced. In Figure 5, dreni

(t) = 0 for all t ≥ 100 and
i ∈ N . Then the trajectory exponentially decrease to zero
after 100.

IV. CONCLUSION

We have proposed a distributed access controller to ensure
the constraint enforcement and stability of the power grid
with renewable integration. One of the future directions
includes the investigation of random disturbances.
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